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December 1, 1994

William F. Caton
Acting Secretary

Federal Communications Commission
1919 M. Street, N.W. - Room 222

Washington, DC 20554

Re: Ex Parte Presentation

CC Docket No.: 93-292 - Toll Fraud

Dear Mr. Caton:

FEDERAL CORsaa! iwica

295 North Maple Avenue
Basking Ridge, NJ 07920

RECEIVED
DEC 1 1994

TIONS COMMISSIC>
OFFICEGE Sorpompy

Today, Peter Coulter of AT&T. Marie Breslin and Mary Chacanias both of
Bell Atlantic and I met with Linda Dubroof and Pam Gerr of the FCC Domestic
Facilities Division to discuss several recent well publicized incidents of Toll Fraud;
their root causes, existing methods for detecting toll fraud and possible solutions for
minimizing or eliminating this type of toll fraud in the future. The attached

documents were used to facilitate the discussion.

Two copies of this Notice were submitted to the Secretary of the FCC in
accordance with Section 1.1206(a)(1) of the Commission’s Rules.

Sincerely,

Frank Simone
District Manger
Federal Government Affairs

Attachments

cc: M. Breslin
M. Chacanias
P. Coulter
L. Dubroof
P. Gerr
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U.S. Deparmment of Justice

United Stases Atrorney

Eastemn Distnict of Virginia

1101 Karrg Sarex 703708 3700
Suke 553 SIS/ 305 700

Alendra, Vieginia 22313

PRESS RELEASX
POR IMMEDIATEZ RELEASE

SEPTEMBEE® 29, 2994
ALRXIANTRIA, VIRGINIA

HELER F, TAHEY, UNITED STATES ATTORNEY FOR THE EASTERN
DISTRICT OF VIRGINIA, ANNCUNCED THE ARREST TODAY OF MAX LOUARN,
AGE 22, OF PALMA DE MALLORCA, SPAIN. IOUARN WAS CEARGED WITH
CONSPIRING WITH QOTHER PERSONS TO OBTAIN ARD USE TROUSANDS OF
TELEPHONE CALLING CARD ACCOUNT NUMBERS.

IT IS ALLEGED THAT YROM MAY THROUGH AUGUBT OF THIS YEAR
1OUARN AND TWO ACCOMPLICES ANDY GASPARD, AGE 23 OF WOODBRIDGE,
VIRGINIA AND OMAR PLATEXVAL, AGE 30, OP NORTHUMBRIA, ENGLAND
ILLEGALLY OBTAINED TELEPHONE CALLING CARD ACCOUNT NUMBERS.

ACCORDING TO COURT DOCUMENTS, IN AUGUST 1994 THE UNITED
STATES SECRET SERVICE BEGAN AN INVESTIGATION REGARDING THE THVIT,
DISTRIBUTION, AND FRAUDULENT USE OF AMERICAN TELEPHONE CALLING
CARD ACCOUNT NUMBERS THROUGH AN ELECTRONIC COMPUTER BULLETIN
BOARD SYSTEM LOCATED IN EUROPE AND THE UNITED STATES. THR
SSCRET SERVICE, WORKING WITH INVESTIGATORS FROM AT&T, GTE, AND

’
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BELL ATLANTIC, HAS DETERMINED THAT THE THREE CONSPIRATORS MAY »E
RESPONSTBLE @#OR UNAUTHORIZED JSE OF APPROXIMATELY 40,000 CALLING
CARDS- INVESTIGATION OF 4,009 OF THESE CARDS HAS SHOWN
UNAUTHORIZED CHARGES IN EXCESS CF $1.5 WILLION.

THIS CHARGE OF CONSPIRACY CARRIES A MAXIMUM PENALTY OF 5
YEARS IN PRISON AND A $250,000 FINE.

A PRELIMINARY AND DFTENTICN HEARING WAS HELD TODAY AND TFF
DEFFNDANT REMAIRS IN CUSTODY.

THIS CASE IS 3RING INVESTIGATED BY UNITED STATES SECRET
SERVICE.

ASSISTANT UNITED STATES ATTORNEY JOHN N. NASSIKAS III IS
HANDLING THEIS CASR POR THE UNITED STATES ATTORNEY’S OFFICE.

FURTHER QUESTIONS MAYBE DIRECTED’ TO THE U.S. ATTORNEY’S
OFFICE AND THE UNITED STATES SECRET SERVICE, WASHINGTON FIELD
OFFFICE AT 202-435-5100.
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Network
Operations Forum:

Sponsored by the
Alliance for Telecommunications
Industry Solutions

Date

Mr./Ms. Name
Title

Co

Add

City, State Zip

Dear Mr./Ms.Name:

The Toll Fraud Prevention Committee. (TFPC) is'a working committee ‘of the Network

, Otgcrat:ons Forum (NOF), consisting of local cxchgn%f carriers, interexchange carriers, and
other telecommunication industry participants. - Recently, the TFPC addressed the
vulnerability and. integrity of billing data (commercial ‘crédit ‘card and telephone calling
card numbers) retained in Aggregator ‘Recording” Equipment (private pay pbores,
hotel/motel equipment, etc). - cLT

The fraudulent use of calling cards is of great concern to the telecommunications industry.
T:-]rfghone calling cards are made available expressly for the convenient billing of calls.
Tariff restrictions often govern the use of the information obtained by validation
customers. Local telephone companies strictly prohibit these customers from retaining
calling card data for any purpose other than the validation of billing authorization.

Discussions with manufacturers of private payphones and hotel/motel call recording
equipment have indicated that this equipment in many cases by design retains the calling
card number and the personal. identification numbers (P]{‘Is). ﬂ some cases this
information is still retained after such data is transmitted for validation and billing
purposes. Data stored in the call detail record files of private payphone and hotel/motel
call recording equipment may also be available to equipment owners and technicians.

To provide some assurance that this information will not be compromised, some
equipment manufacturers have enhanced security by encrypting billing records and
requiring special modems. However, several manufacturers are not encrypting records and
allow the use of standard modems to retrieve billing records. Therefore, if the modem
should be accessed by a "backer”, the calling card information and PIN can be obtained
withouf consent. Even with the encxg;ion of billing data, there is little assurance of
security, and the imcFmper retention of this data is now suspected of leading to a significant
amount of toll fraud.

Rick Harrison, Moderator » Sally N. Katz, Secretary
290 W. Mt. Pleasant Avenue . Room 4E231 . Livingston, NJ 07038
Phone 201 740-3558 . FAX 201 740-6929
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Unfortunately, the techniques used by hackers to access and download billing information
tored in private pa{nphonq are now published in detail and made widely available in the
underground press. In addition, retention of call detail record files creates the opportunity
for internal compromise. The TFPC recommends that aggregators that use store and
forward technology for alternately billed calls should use pre-call validation to prevent toll
fraud, and should not record or retain PINs. Pre-call validation eliminates the necessity to
retain PINs in call detail records.

Aggregators utilizing equipment which retains calling card PINs beyond the validation
function should contact their telecommunications equipment manufacturer to secure
upgrades which will eliminate the need to retain ca‘j.ling card PIN data, and thereby
minimize the potential for the abuse that is now growing in the private payphone and
hotel/motel markets.

The TFPC also recommends that all manufacturers of payphone equipment and

hotel/motel call processing equipment modify the hardware and software of existing

:guipmcnt and on future versions to eliminate the capability to retain calling card PINs
er validation has been completed.

Changes to the North American Numbering Plan in 1995 offer & convenient opportunity
for manufacturers to accomplish this task, even for the embedded base of installed
paypbones. It is also aipmpn'atc to improve the capabilities of payphones modems to
withstand attacks by hackers, who are often technically proficient and persistent. Other
08 ortunities *for fraud (e.g., reprogramming the station for free calls or access to
1 1+ or 10XXX011+) present themselves to hackers who have gained unauthorized
access to a payphone’s internal controls. Therefore, vendors and manufacturers should
= proactively develop and implement the capabilities required in their products and services
.0 thwart such illegal activities. : .

_ If you have any questions, or require additional information, please call me.

L Qo

Ricbard P. Harrison
NOF Moderator



